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Chaotic synchronization characteristics of external cavity semiconductor lasers with 
phase-conjugate feedback and its application to optical cryptograph communication are 
investigated numerically. The results indicate that the range of feedback coefficient making 
the system well synchronized is related to the bias current of the semiconductor laser. The 
robustness of the synchronization scheme is sensible to the internal parameter mismatch 
between the transmitter and the receiver. Encoding message with high bit rate can be 
recovered easily without any filter. 
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1. Introduction 
 

Chaotic synchronization characteristics of semiconductor lasers and its potential application 
to optical cryptograph communication have been widely investigated [1-5]. Most of the chaotic laser 
systems based on semiconductor lasers employ optical feedback or optical injection [6-10], where 
optical feedback includes all-optical feedback and optoelectronic feedback. Semiconductor laser 
with delayed optical feedback has a number of positive Lyapunov exponent, in other words, can 
produce hyper-chaos dynamics [11-13], which makes message more secret. Because chaos carrier 
bandwidth generated by optoelectronic feedback lasers is limited by photodetector bandwidth 
bottleneck, the optical cryptosystem based on all-optical feedback has greater potential application. 
There exist two types of all-optical feedback. One is the conventional mirror optical feedback 
(CMOF), where the laser output is coupled into the laser internal cavity by the CMOF and the laser 
phase changes with the delayed feedback time. Therefore, the dynamic behaviors of laser depend on 
the precision positioning of the conventional mirror. The other is the phase-conjugate optical 
feedback (PCOF), which is considerably different from the CMOF. Compared with the CMOF, the 
PCOF can compensate the feedback phase shi ft. Furthermore, semiconductor laser subject to PCOF 
can display richer chaotic dynamics or higher dimension chaos, and the dynamics do not depend on 
an accurately positioning of the phase-conjugate mirror (PCM). However, we have noticed that the 
optical cryptosystem based on semiconductor lasers with the PCOF is paid little attention. Based on 
this consideration, in this paper, chaotic synchronization characteristics of external cavity 
semiconductor lasers with the PCOF and its application to optical cryptograph communication are 
investigated in detail. 
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2. Theory 
 

 
Fig. 1. Schematic diagram of the optical cryptosystem based on semiconductor lasers with 
PCOF, where PCM, phase conjugation mirror; IS, optical Isolator; PD, photodetector; TLD,  
    the transmitter laser diode; RLD, the receiver laser diode; VA, variable attenuator. 

 

 

The schematic diagram of the optical cryptosystem based on semiconductor lasers with the 
PCOF is shown in Fig. 1, where the upper part of the system is the transmitter, and the lower part is 
the receiver. The transmitter DFB laser diode (TLD) and the receiver DFB laser diode (RLD) are 
single-mode semiconductor lasers, whose central wavelengths are 1310nm. The optical isolator (IS) 
ensures the light transmitting unidirectionally. The output of the TLD is modulated by external 
modulator signal. Chaos carrier modulated with message is coupled to optical fiber channel, and 
then is equally divided into two beams by coupler 1. One arrives at PCM1, then comes back to 
circulator1 by PCM1 reflection and is coupled back into the TLD. The other comes to PCM2 by 
circulator2, then comes back to circulator2 by PCM2 reflection, and finally, is equally separated into 
two bundles of light by coupler 2, where one is injected into the RLD whose parameter is the same 
as that of the TLD, the output is delayed and received by the PD1, the other is received directly by 
PD2. As a result, message can be recovered by the intensity of PD2 divided by the intensity of PD1, 
and accordingly the system can realize drive-response and unidirectionally coupled chaotic 
synchronization secure communication. 

For simplicity, we assume that the PCOF is provided by a perfect PCM whose response is 
almost instantaneous, the circulator 1 and the circulator 2 have the same attenuation, the PCM1 and 
the PCM2 have the same pumped frequency, and the nonlinearity of fiber can be ignored. Then the 
nonlinear behavior of TLD and RLD can be described by the modified Lang-Kobayashi equations 
[14-15]. For the TLD 
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and for the RLD 
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where the subscripts t and r denote the transmitter and receiver, respectively, k is the feedback parameter, 
E(t) is the slowly varying complex amplitude of the intra-cavity optical field,

�
=vg(am+aint) is the photon 

delay rate, vg is the group velocity, am is the facet loss, aint is the internal loss, 
�

e is the carrier 
recombination rate, g=a � vg/V is the gain coefficient, �  is the confinement factor, V is the active layer 
volume of the semiconductor laser, a is the gain constant, ��� (= � 0- � p) is the frequency mismatch 
between the solitary semiconductor laser and the laser used to pump the PCM, TL(=2L/ vg, L is the length 
of the semiconductor laser) is the round trip time in the laser diode, �  is the delay feedback time, � c is 
the propagation time from the TLD to the RLD, I is the bias current, q is the electron charge, � c is the 
line-width enhancement factor, N0=n0V is the carrier number at transparency (n0 is the corresponding 
carrier density), Vp=V/ �  is the laser mode volume, Esa is the saturation optical field, Anr is the 
nonradiative recombination rate, B is the radiative recombination coefficient, C is the Auger 
recombination coefficient, the parameters � 1 and � 2  are constant phase shift and chosen arbitrarily. 
The Langevin noise source FE(t) is resulted from spontaneous emission, under the Markoffian 
approximation, the autocorrelation of FE(t) can be written as 
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where ,( )t tδ −  is the Dirac delta function, Rsp is the spontaneous emission rate. In this paper, the 
effect of the spontaneous emission has been neglected since it degrades slightly the synchronization 
quality [16]. The pulse of encoding message is supposed to be super-Gaussian shape, which can be 
expressed as {1+Amexp[- (t/t0)

2M/2]} , where t0 characterizes the pulse width, Am is the modulation 
amplitude, the parameter M controls the degree of edge sharpness. The pulse code period 
TB=2(2ln2)1/2Mt0/r, r is the duty factor. Encoding message m(t) is the random non-return-to-zero code 
composed of super-Gaussian pulses.  
 
 

3. Results and discussion 
 
3. 1 Effects of external parameters on the chaotic synchronization 
 

Whether the message is easily recovered or not depends on the chaotic synchronization 

quality of the transmitter and receiver, so we firstly analyze the effects of external parameters on the 

synchronization stability without message. When the transmitter has the same parameters as the 
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receiver, in the system exists lag chaotic synchronization, which is similar to the optical cryptograph 

based on the CMOF [17]. We assume E(t)=A(t)exp[ i( ��� t+ � (t))], where A(t) and � (t) denote the 

amplitude and the phase of the optical field, respectively, the sufficient conditions for the 

synchronization are as follows: 

         ( ) ( )t rA t t A t− ∆ =                                 (8) 
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where � t ��� c- � . When the laser operates at the steady state, At(t)=Ar(t)=As, � t(t)= � st,          

� r(t)= � sr and Nt(t)=Nr(t)=Ns, one can obtain the following steady state equations from Eqs. (1)-(4) 
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where � s= � st- �	�
� - � 1= � sr- �	��� c- � 2, Gs and � es denote the steady-state gain and the steady 

state carrier recombination rate, respectively.  

Pecora and Carroll [18-19] have given a necessary condition for the synchronization, where 

all the conditional Lyapunov exponents (CLEs) associated with the delay errors differential 

equations must be negative. To compute the CLEs, we assume that steady-state value As, � st, � sr 

and Ns are perturbed by small amounts  A(t), �� (t), N(t). Under the small signal analysis, we can 

get the delay errors differential equations from Eqs. (1)-(6) as follows: 
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Fig. 2. MCLE versus k for different bias currents. 

 

 

The CLEs can be obtained by solving Eqs. (10)-(13) and using Gram-Schmidt 

Ortho-normalization (GSR) method [20], the largest value among the CLEs is defined as the 

maximum conditional Lyapunov exponent (MCLE). The transmitter and receiver can realize 

synchronization only when the MCLE is negative, otherwise the system is desynchronized. Fig. 2 

shows the plot of the MCLE versus the feedback coefficient k for di fferent bias currents. The data 

used in calculation are:
�

c=6 � V=105 µm3 � L=350 µm � a=2.3 � 10-20m2 � n0=1.2 � 1024m-3 �                

Es=1.6619 � 1011 m-3/2, � =0.29, am=29 cm-1 � aint=20 cm-1 � ng=3.8 � Anr=1.0 � 108s-1 �                      

B=1.2 � 10-16 m3/s � C=3.5 � 10-41 m6/s, ��� =0, � 1=0, � 2=0, 	 =2ns, 	 c=10ns. As seen from the           

Fig. 2, for the bias current I is fixed at 1.2Ith (the threshold current Ith is about 15.1 mA), the MCLE 

is negative for the feedback coefficient k varing from 0 to 0.0082, that is to say, the transmitter and 

the receiver can achieve stability synchronization; If k>0.0082, the transmitter and the receiver will 

loss the stabil ity synchronization. With the increase of the bias current, the range of feedback 

coefficient k making the system well synchronized will increase. So the range of the feedback 

coefficient k making the system well synchronized can be widened by increasing the bias current I of 

the LD. 

 

3. 2 Effects of internal parameter mismatch on the quality of synchronization 
 
       The lag chaotic synchronization that is satisfactory to Eqs. (8)-(9), is named as the entire 

chaotic synchronization, which can be realized i f the parameters of the TLD and the RLD are 

identical. Though the laser external parameter k and I can be controlled easily, the laser internal 

parameter can’t be controlled accurately. So it is important to investigate the effect of internal 
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parameter mismatch between the TLD and the RLD on the quality of synchronization.  The 

correlation coefficient �  is a critical index to measure the synchronization quality, which is 

defined as [17]:  
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where � � denotes the time average, P is the optical power. The internal parameters of the RLD are 

supposed to be relatively changed while that of the TLD is fixed, and the mismatch of internal 

parameters can be defined as 
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Fig. 3. Correlation coefficient 	 as a function of parameter mismatches. 

 

The correlation coefficient 
  as a function of the internal parameter mismatch is shown in 

Fig. 3, where the parameter mismatch described in Fig. 3(b) will lead to the parameter � e mismatch. 

From this diagram, it can be seen that, the effects of the mismatch of �  and g on the quality of 

synchronization are violent, and the effects of the mismatch of the parameters C and N0 is relatively 

slight. 
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3. 3 Chaotic cryptograph communication scheme 

 

 

Fig. 4. Dynamical evolution of the optical cryptosystem, where (b2), (c2), and (d2) are the 
power spectrum corresponding to (b1), (c1), and (d1), respectively. 

 
 

The optical cryptosystem communication based on semiconductor lasers with PCOF is 

designed as the Fig. 1, and the message can be decoded by 
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where m’  is decoding message. Fig. 4 shows dynamical evolution of the optical cryptosystem. Here, 
a nonreturn-to-zero pseudo-random bit sequence is employed as the message, and the data used in 
calculations are: k=0.0075, I=1.2Ith, M=2 � Am=0.1, r=1, TB=0.4ns (the bit rate of message is 2.5GHz). 
From Figs. (b1) and (d1), it can be seen that the perfect lag time (

�
t=8ns) synchronization between 

TLD and RLD can be achieved. As shown in Figs. (b2) and (d2), the range of the corresponding 
power spectrum is 0 � 8 GHz or so, and the maximum spectrum peak is at 1.5382GHz. And the 
time trace of decoding message and the corresponding eye diagram are displayed in Figs. (e1) and 
(e2), respectively, which are almost identical with that of encoding message displayed in Figs. (a1) 
and (a2), respectively. In addition, from Figs. (c1) and (c2), it can be seen that the message encoded 
on the output of the TLD is entirely masked by chaotic signal, and is difficult to be eavesdropped. 
The above analysis indicates that the system is not only well synchronized but also high security. 
Moreover, the message can be recovered easily without any fi lter. The reason is as follows: Firstly, 
the message can be not only coupled into the RLD, but also injected into the TLD, which maintains 
the symmetry of the transmitter and the receiver; Secondly, the phase of encoding message does not 
break the phase-matching condition of the well-synchronized system; finally, the encoding message 
is directly taken part in changing the chaotic dynamic of the RLD and TLD, which enhances security 
in the optical cryptosystem. 
 

4. Conclusion 
 

In this paper, we have numerically investigated chaotic synchronization characteristics of 
external cavity semiconductor lasers with PCOF and its application to optical cryptograph 
communication. The results show that, the range of feedback coefficient making the system well 
synchronized is related to the bias current of the semiconductor laser, and the range of the feedback 
coefficient k making the system well synchronized can be widened by increasing the bias current of 
the semiconductor laser. The robustness of the synchronization scheme under different internal 
parameter mismatch between the transmitter and the receiver has been speci fied. Through using 
symmetry configuration, the encoding message with high bit rate can be recovered easily without 
any filter. 
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