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This paper presents a new robust waermarking agorithm devoted to colour video
protection. This agorithm is developed out of generalising and adapting the principles we
derived for still image sequences. The mark consists of a 64 bit message modulated by
means of a spread spectrum technique and is embedded into the 2D-DCT hierarchy. The
right room for the mark to be embedded into this hierarchy was established according to our
previous study on stetisticad video modelling. The method thus obtained features robustness
(against the genera attacks, Stirmark included), transparency (fidelity and quality) and low

probability of false alarm (lower than 2x107*° [J167**). The experimenta data consist of
100 colour video sequences of about 40 s each.
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1. Introduction

Emerging from a two thousand year tradition of military and diplomatic gpplications (well
mentioned in the literature, from Herodotus' Histories up to Shannon's works) the watermarking has
been recently identified as the framework under which a large variety of problems directly
connected to image/video/musi ¢ distribution across Internet can be solved [1], [2].

Let ustakethe example of a digital video product which is Alice's property. When Bob buys
this product, he can copy it and he might try to sdl it again to somebody ese, e.g. to Carol. Of
course, this situation can be repeated as many times as there is an interest in the considered video:
note that in the digital world the copies are exact (without any loss of quality as they were, for
instance, in the case of the VHS cassettes). In such a scenario, athough Alice may be aware of the
unauthorised distribution of her video, she cannot do anything in order to protect her property rights.
First, Carol can just pretend that the video is her property. Secondly, Bob can decline any
involvement in such a distribution.

Under the watermarking framework, in order to protect her property rights, Alice is to
embed an extrainformation (referred to as mark or watermark) in her video sequence This mark is
generally obtained starting from an information which may by public (a hame, a logo, a serid
number, etc.) and from a secret information (a key). In this scenario, when Alice find in Carol's
video the information she embedded into Bob's video, she can both proof her property and identify
Bob as the copy maker.

When the embedded information cannot be perceived by the human observer (that is, when a
human observer cannot make any distinction between the marked and the origina video), the
watermarking procedure features fidelity [1]. When there are some artefacts in the watermarked
product which do not disturb a human observer, the watermarked product features quality [1]. Note
that for the quality definition, it does not matter whether the artefacts were induced by the
watermarking procedure or whether they had already been present in the original video. The fiddity
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and the quality are the two components of the transparency property. Hence, by a transparent
watermarking technique, Alice can obtain a marked video product which has the same commercial
value asthe origina one, the copies of which can be tracked-down.

On the other hand, Carol may know that Alice protected her video sequence. She may aso
know the public information and the way in which the mark was embedded, but she does not know
the key. Hence she may try to process the marked video she bought in order to turn the Alice mark
undetectable. Such a transform applied by Caradl is referred to as attack. For instance, Carol may try
to change the video file format (e.g. from MPEG to DivX), to resample, to reduce the colour depth,
to change the frame s zes, etc. Of course, Bob is aso interested in attacking Alice's mark, in order to
be able to sdl the copies he can make. From this point of view, Stirmark [3] is a very dangerous
attack: it was found out that very few watermarking methods reported in the literature can faceit. A
watermarking procedure which can face various attacks is referred to as robust.

Finally, athird requirement is stated: the probability of detecting a mark into an unr_’rl%rked
product (i.e. the probability of false alarm) should be lower than a certain value, e.g. Pf <10 ~~.

From the communication theory point of view, a watermarking procedure may be moddled
as a noisy channd [1,4]. The Alice mark stands for the message to be transmitted. The video
sequence and the attacks play the role of the noise (they dter the information during the
transmission). For the human observer, the embedding procedure a priori leads to some artefacts in
the marked video. Hence, the transparency requirement means a very low power for the mark. It is
known [5], [6] that the spread spectrum - SS - modul ati on techniques provide the best framework for
low power signal transmission.

When trying to take advantage of such an SS technique in a watermarking application, a
limitation is found: generally, we do not dispose of a large spectrum suitable to convey the mark.
The method we designed surmounts this difficulty by building up a large spectrum composed of
some large 2D-DCT coefficients (the DCs - the direct components - are not taken into consi deration)
of each and every frame in the video sequence As these coefficients stand for saient characteristics
of the video, they might be preserved by al the transformations which keep the same quality of the
video (included the attacks). On the other hand, as the SS techniques allow for a very low power
signd to be detected (that is, a very low power mark to be recovered), the mark may be embedded
into the largest 2D-DCT coefficients without altering the video quality.

For our method, the public message Alice wants to embed is represented on 64 hits,
according to the general requirement concerning a message length [2] - between 60 and 70 bits. The
key is represented by the coefficients of a primitive polynomia of 21 degree [7]. The SS embedding
procedure we designed combines and generaises the principlesin [6,8,9]. The mark thus obtained is
embedded into the 2D-DCT hierarchy. Note that in contrast to the method devoted to still image
sequences[9], this time we were not alowed to embed the mark into the highest 2D-DCT
coefficients. In order to find out the rank interval in the 2D-DCT coefficient hierarchy which affords
the trade off between transparency and robustness we considered the results we obtained on
statistica video moddling [10].

The method we advance was applied to 100 colour video sequences of about 40 s each.
These sequences were inhomogeneous, containing both indoor and outdoor scenes, low and high
motion activities, etc. We consider severa types of natura video sequences:. art, documentary, news,
amateurs.

The experimental results we obtained pointed to robustness (with respect to resampling,
change of format, reducing colour depth, linear filtering, noise addition, sm?l rotati onf and Stirmark
attack), transparency and low probability of false alarm (lower than 2x10™ 5167t ).

2. The method presentation

We shdll further present our algorithm. For darity sake, the parameters will be set to the
numerical values which were involved in our experiments. These numerica values can be adapted
S0 as to meet the requirements of any particular application (e.g. for video surveying applications
there are lower constraints regarding the transparency while for cartoons such constraints are
increased). On the other hand, note that these values do not depend on the video sequence to be
marked: we validated them on 100 video sequences of different types.

Be there a colour video sequence of L =1024 frames (about 40 s). Each frame is
represented in the HSV (hue-saturation-value) system, as implemented by the MPEG-7 colour space
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descriptor [11]. The 2D-DCT is gpplied to each frame and the coefficients thus obtained are sorted
in a decreasing order; note that we did not take into consideration the direct components. Be | a
rank interval from this hierarchy which has a 64 rank length. In our experiments we shal
individually consider three such intervas, i.e. ether 11=[1,64], ethe |5 =[50;113], or
I3 =[129;192] . Be v the vector of coefficients (corresponding to one of the three intervals) and be
| the vector of the corresponding locations; hence, these two vectors are both of N =64x1024
length. (Note this N =64x1024 numerica vaueislarge enough so asto allow the spread spectrum
techniques to properly work).

The public information, i.e. the information Alice wants to insert into her video, is
represented on 64 bit, i.e. 16 digits in hexadecimal. Be these hexadecima digits denoted by
S1,S2,..,S16. This message is modulated by means of an SS- CDMA (Spread Spectrum - Code
Division Multiple Access) technique, starting from the suggestionsin [6,9].

The procedure starts by considering 16 bipolar (—-1/+1) pseudo-noise sequences (one
sequence for each hexadecimad digit in the message) of an N +15 length. These sequences, denoted
by nj,i =116, should be orthogonal so as to afford an optimal detection: the performances of any
SS technique depend upon the quality of the pseudo-random number generator it involves
in[5,12,6]. In our experiments, we considered a generator implemented by means of an LFSR
- Linear Feedback Shift Register [7, 13]; of course other generators may be considered, as those
based upon the Gold codes [12] for instance. Note that the output of an LFSR generator takes the O
and 1 values. In order to obtain the —1/+1 bipolar values, the O vdueisjust replaced by —1.

The LFSR we consider is characterised by a primitive polynomia of 21 degree. Hence, its
output has a 2% - 1 period [7,13]. The 16 n; sequences of N +15 length were cut out from such a
sequence. Asthe N vaueislarge enough and as the polynomial is primitive, the 16 sequences thus
obtained (denoted by n;j) are orthogonal. On the other hand, note that the 22 coefficients of the
polynomial stand for the key in our watermarking method (the secret information Bob and Carol
should not know). o

Further on, each 5 symbol, i =116, is put into correspondence with an r; sequence. These
16 sequences are denoted by r;_and have an N =1024x64 length and are extracted from the
corresponding n; sequence, i =116, according to (1):

§ < 0 :[ni,si Nis +11---vni,si+N—1] D

Fig. 1.a exemplifies how the r; sequences are obtained. For instance, be there
$1=2,50=4,...,56 = 0. Eq. (1) meansthat the r; sequenceis built up from the symbols which have
theindices 2,3,...,N +1 inthe iy sequence. Following the same equation, the ro sequenceis build
up from the symbols which have the indices 4,5,...,N+3 in the ny, and so on. (The first
component into a vector has theindex equd to 0.)

7 i
! N = 15 v
7] C - ... —— 2 4 N 15 .
. 1 . v" o1 I I o — O -
ny, [T .. S .. ] 4 npg T L - 1T T1...3
]
M M cross-correlation;
4
: >
fl6 T T ] 0 U

8,4

@ (b)
Fig. 1. The modulation (@) and the demodulation (b) technique invol ved in our watermarking
method.

Notethat asthe 5 symbol can take a va ue between 0 and 15, the nj sequences should have
the above mentioned N +15 length in order to alow the r; sequences to be obtained.
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The mark to be embedded is a vector denoted by x which is the sum of the 16 r; vectors,
i =116, cf. Eq. (2); hence, the x mark hasthesame N = 64x1024 length asany r; vector:

16
Xj :Zri,j,Dj:O,N—l 2
i=1

where x; represents the j index component of the x vector while rj j stands for the j index

component of the r; vector.

This mark is embedded into the sdected v coeffidents by means of a weighted
addition [8,9]. The embedding procedure is described by Eqg. (3):

Vi=vjld+ox;) 3)

where the lower index | denotes the component of the respective vector (j =0,N —1), V' denotes

the marked coefficients while o stands for a constant. Note that this multiplication by a o constant
adjusts the power of the x mark. Thelarger the o value, the greater the robustness but the worst the
transparency. Out of our experiments, we found out that a 1/512 mark power reaches the trade off
between the robustness and the transparency desiderata.

Further, the v origina coefficients are exchanged for the v' marked coefficients and
L =1024 2D-IDCTs (2D Inverse DCT) are computed, thus obtai ning the marked V components.

Finaly, a post-processing transform is applied in order to reduce the visibility of the
artefacts induced by the watermarking procedure We empirically designed this non-linear
transform, which ensures that the V (luminance) component has the same mean value before and
after marking procedure, see relations (4) and (5). In order to afford such a property, the minimum
value of the marked V component is first substracted from each value in this V matrix; the obtained

V component is denoted by E

m=min(marked _V _component);

(4)

Vi __component = marked _V _component —m

At this stage, some valuesin v may be larger than the maxima value in the unmarked V

component; we limit such vaues to this maximal value. Finally, thislimited v component is divided
by theratio of its mean val ue to the mean va ue of the unmarked V component:

r =mean(limited _\7 __component)/ mean(unmarked _V _ component) ©)

final _marked _V _ component =limited _\7 _component /r

The watermarking procedure is thus achieved.

Let us now suppose that Alice finds a video sequence shethinksis her in Caral's possession.
In order to prove her property rights on this copy, Alice computes the 2D-DCTs on each framein the
sequence. Note that Carol's sequence generally differs from the marked sequence Alice sold to Bob.
This difference has several reasons, e.g. Bob might try to attack the watermark or Carol just wanted
a compressed version of the video. In any situation, Alice records the coefficients which correspond
to the | recorded locations (see the first step of the embedding procedure); the vector obtained by
concatenati ng these coefficientsis denoted by v'".

The public message is recovered [6,9] by means of R,p, (.) cross—corrdation functions,

computed between V"' and each ny , i =1,16 sub-sequence. Note that there is no need for these n;
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sequences to be recorded: Alice simply computes them again, starting form the polynomial
coeffidents.
The peak paosition in such a cross—corre ation functions represents the § recovered symbol.

That is, the § recovered symbol isimplicitly involvedin (6), seeFig. 1.b:

Ry (§) =maxRyn; (1) t={0,1...15} (6)

Eqg. (6) means, in fact, to determine the § value which maximises the cross-correlation
function.

Although these cross-corre ation functions are not delta-like because of the noise and of the
attacks, the peak position might keep its original position, as a consequence of the fact that the

n;,i =116 seguences were orthogona. However, when the peak position change its position, an
error is encountered.

3. Experimental results

The watermarking method we designed was applied to 100 video sequences of about 40 s
each. These sequences were inhomogeneous, containing both indoor and outdoor scenes, low and
high motion activities, etic. We considered severd types of natura video seqguences. art,
documentary, news, amateurs. We dso considered several values for the frame sizes, from
200x 250 to 450% 750.

We shal first present the results obtained when the mark is embedded into the
I3 =[129;192] interval in the 2D-DCT coefficient hierarchy and when consideringa ¢ valuein (3)
which corresponds to a 1/512 mark power. Then we shall include three tables regarding both the
11 =[1;64] and |, =[50;113] intervals and other mark power val ues.

In order to check up the transparency, 25 human observers were involved in our
experiments. They were of different ages (from 20 to 75 years old) and professions: 5 researchers
deeply involved in the image/video processing, 5 researchers working in fields not connected with
video processing, 5 persons with various educational backgrounds (foreign languages, history, law),
6 students, 1 film director, 1 film producer and 2 painters. All the video sequences we considered
were coded into the DivX format, good quality. We found out that the method features fiddity. This
transparency property was exhibited by all the 100 natural video sequences. On the other hand, when
considering cartoons, where there are large areas with the same colour, some artefacts became
obvious (some artificial shadows on the backgrounds).

In order to investigate the robustness, we first changed the file format. That is, the marked
video was represented into the avi format and then converted into the MPEG 4 and DivX formats;
the detection procedure was successfully in both cases.

The method aso features robustness against dl the attacks induded into the Stirmark
software, applied at their standard parameters[3]: linear filters (convolution, median, and FMLR),
JPEG compression, colour quantisation, row and column removal, image resizing. Regarding the
rotations, without a registration procedure, the method we propose can face only small angles (lower
than 2.5°). The method aso presents robustness against the StirMark attack.

Note that these results depend on the mark power and on the rank interval where the
mark is to be embedded. Tables 1, 2 and 3 present a comparison among the three above mentioned
rank intervals: 11 =[1,64], 1o =[50;113] and 15 =[129;192]. The values in these three tables
correspond to the following three mark powers:. 1/16 - Table 1, 1/256 - Table 2 and 1/1024 -
Table 3.

From inspecting the information in Tables 1, 2 and 3, it may be stated that 13 =[129;192]
and a 1/512 power afford the best performances.

At a first glance, this experimenta result is quite un-expected. Note that the [1and o

intervas contain larger coefficients and hence, they represents more accuratel y the video sequence;
consequently they are a priori susceptible to be less adtered by the attacks and to afford a better
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detection. However, a sound theoretical support in this respect is afforded by the statistical video
modelling we carried out [10]. In [10] we presented an original statistical approach which fusions
the results obtained on multiple data sets sampled from the same video sequence and combines four
types of statistical tests, namely: the Chi-square test on concordance, the Ro test on correlation, the
Fisher F test on equaity between two variances and the Student T test on equality between two
means. The final results we obtained state that the Gaussian law can accurately model only the
values taken by the ranks belonging to the [6;15] and [121;192] intervals. On the other hand, note

that the detection rule (6) is, in fact, a matched filter to the embedded mark. Such afilter is optimal
only when the noise (i.e. the 2D-DCT coefficients and the atacks) is Gaussian distributed.
Consequently, when embedding the mark into coefficients which obey to the Gaussian law - i.e.

I3 =[129192] - the (6) detection rule approaches its optimality. Hence, these results on video
watermarking can be considered as afirst validation of the theoretical results reported in [10].

Tabel 1. Method performances corresponding to a mark power of 1/16 . Theinterval in the
rank interval containing the mark is presented in theleft column.

Robustness
Interval | Transparency| File Linear |Row&Colum| Frame Colour ,
format | filter remova | resizing | quantisation| StirMark
l1=[1,64] No Yes Yes Yes Yes Yes No
I =[50;113] No Yes Yes Yes Yes Yes No
I3 =[129;192] No Yes Yes Yes Yes Yes Yes
Tabel 2. Method performances corresponding to a mark power of 1/512.
Robustness
Interval | Transparency| File Linear |Row&Colum| Frame Colour ,
format | filter | removal | resizing | quantisation | SirMak
I1=[1;64] No Yes Yes Yes Yes Yes No
I =[50;113] Quality Yes Yes Yes Yes Yes No
I3 =[129;192] Fiddity Yes Yes Yes Yes Yes Yes
Tabel 3. Method performances corresponding to a mark power of 1/1024.
Robustness
| T ) Linear |Row&Colum| Frame Colour .
nterval ransparency | File format filter Removal resizing | quantisation StirMark
1 =[1,64] Quality Yes Yes Yes Yes Yes No
I =[50;113 Fidelity Yes Yes Yes Yes Yes No
I3 =[129;192] Fidelity Yes Yes Yes Yes Yes No

The probability of false dlarm was eval uated as being lower than 2x10716 016714 Note

that the detection procedure provides a 16 symbols recovered message § , i D{LZ,...,lG} , o matter
if the investigated sequence was marked or not; the probability that the 16 § recovered symbols

would be identically with the 16 5 considered symbols by chance is lower than 16716, However,
as a consequence of the attacks previously described, in case of 1024 frames sequences (i.e. about 40
seconds of video), one or even two § recovered symbols might not match the corresponding s . It
can be still considered that the video was marked, with a probability of false alarm lower than 167,



Spread spectrum colour video watermarking in the DCT domain 1071

When considering longer video sequences (e.g. 5000 frames or about 3 minutes) and when the
detection procedure, independently applied to each sub-sequence of 1024 images is followed by a
maj ority decision, there were no more errors | ft.

4. Conclusion

To condude with, this paper presents a new watemarking algorithm for colour video
protection. This method can afford robustness, transparency and low probability of false alarm. As
the recovered watermark is represented on 64 bits, this procedure also makes it possibleto identify a
copy maker or, a least, a group of presumptive copy makers. The robustness is a consequence of the
new way in which the mark is embedded into the 2D-DCT hierarchy and of the locations we found
out as being optimal to bear the mark. The transparency results from both the very low power of the
embedded mark and of non-linear post-processing transform we designed.

Note that such results were obtained on 100 different colour video sequences, arbitrarily
chosen. They belong to different fields: art, news, amateur, etc. Hence, the numerical values
involved in the method presentation feature a certain degree of generality.

On the other hand, we may consider that the post-processing transform may be of a larger
interest: it can be involved not only in any watermarking scheme but in any video processing as
well. We emphasise that although this transform is heuristically designed, it is compulsory to be
applied: when skipping it over, strong artefacts are visible in the marked video.

As a finad remark, we emphasise that the performances we reported were obtained by the
procedureitsef. We do not consider either error correcting codes or specia counterattacks.
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